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Error Code 20 occurs in the following circumstances:

e The Pervasive Engine or Service in not running

e The Pervasive is not licensed

e The Pervasive components were not correctly installed

e The workstation cannot create a link to the Server engine when using Pervasive Client/Server

Programs that can block Pervasive frominstalling or run successfully:
e Anti-Virus programs — If there is no exceptions for Pervasive ports

e Windows Firewalls — If the Pervasive ports have not been added
e User Account Control settings — If not turned off will block the licenses from applying

Possible solutions:

Is the Pervasive Installed, the Pervasive loaded on the PC
Is the Pervasive Engine or Service Running
Is Pervasive correctly Licensed
Uninstalling and Re-Installing Pervasive
Is the Start In on the Sage Pastel shortcut correct (Client/Server)
Is the Pervasive Database and Ports added to the Windows Firewall
Are the User Account Control Settings turned off

N[O WIN|EF
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In a multi user environment you need to ensure that the version of Pervasive installed on all the
machines is the version of Pervasive you are licensed for.

To obtain which version of Pervasive you are licensed for:

¢ Go to a machine that can access Sage Pastel Accounting
e Click on Help| About
e The ‘About Pastel’ screen will display

Pastel Partner Wersion 14
Build 14.1.4
Copyright @ Sage South Africa (Ph) Lid

PAS.JHBMBJOANNB
JOANNETZ234
JOANNETZ234
43710945

Fegistration Senser
Fegistered To
Base Setial Number
Access Code
Customer Number
Product Serial Mumber
MGYZ

Current User ID
Companies

Expiry Date

Country

Current Period

0
HVZZG-FENWA-NYOTO-WVKGYM-HOMY S-SKYHO-00VOI Q-0HANQ-TAQQA0-QO Q-

Usernotlogged on

Unlimited

18/07/2016

South Africa

MNo company selected

ervasive Enging YWorkgroup (V10)
ult-User Dicense

POS Users 2z

Modules
Base

System Info

Current language in Pastel

[English |

Ppstel Help Contents Pastel on the Web

e The type and version of Pervasive will display next to the Pervasive Engine i.e. Workgroup
(V10)

To obtain which version of Pervasive is installed:

e Navigate to the Control Panel on the machine you are receiving the Error Code 20 message
e Select ‘Programs and Features’

m 5 » Control Panel » All Control Panel ftems »

Adjust your computer's settings

‘ Action Center

g5 Dateand Time

4§ Devices and Printers

Administrative Tools

% BitLocker Drive Encryption % DitlockerEncyption

Options

© oefault Programs
! Display

;53: Game Controllers (32-bit)

B Speech Recognition|cg

93) User Accounts

&0 Windows Update

(; Windows CardSpace

EFrPOoRSPIT OB !

AutoPlay

Color Management

Dell Touchpad

Ease of Access Center

System

Windows Defender

1t
*$2 Backup and Restore
.?~ C

o onfiguration Manager
3] Desktop Gadgets

Flash Player (32-bit)

Q% HomeGroup

'A Fonts Getting Started
Indexing Options m tal() Lraphicsand Internet Options 25| Java 2| Java (32-bit)
2 Indexir i nterr ior = = -bi
& 9.5 Media F = =
N Location and Other m  Network and Sharing
S Keyboard A Mail Mouse A B
ybe E\ Sensors ] ouse - Center
R Performance Information =~ "
L_1 Notification Area Icons - Personalization # Phone and Modem ; Power Options
L] 2 " 2 and Tools % & )J & SRR
= g RemoteApp and Desktop Ras
i Programs and Features I A Recover Region and Language . #» Sound
IL; g Ly y 9 ueg % Connections

i Taskbar and Start Menu

W@ windows Firewall

8| Biometric Devices

Credential Manager

Device Manager

Folder Options

R

IDT Audio Control Panel

y& Troubleshooting

~ Windows Mobility Center
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e Look for Pervasive in the list of Programs the display:

@-\Q » Control Panel » Al Control Panel Items » Programs and Features
Control Panel Home -
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features on or

o Organize ~  Uninstall  Change

Install a program from the =

- Name Publisher Installed On Size Version
8 Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 Microsoft Corporation 12/05/16 171MB 12.03050L0
#3Microsoft Visual Studio 2010 Shell (isolated) - ENU Microsoft Corporation 15/02/16 SI5MB 10.040219
5 Microsoft Visual Studio 2010 Tools for Office Runtime (x64) Microsoft Corporation 15/02/16 10031119
@ Microsoft Visual Studio Taols for Applications 2.0 - ENU Microsoft Corporation 16/10/15 210ME 9035191
1 Microsoft VSS Writer for SQL Server 2012 Microsoft Corporation 15/02/16 291MB 110210060
% MotioninJoy ds3 driver version 0.6.0001 www.mationinjoy.com 08/05/16 340MB 050001
87 MSXML 40 SP2 (KB954430) Microsoft Corporation 24/07/15 127MB 42098700
51 MSXML 40 SP2 (KB973688) Microsaft Corporation 24/07/15 133MB 42096760
[ Nexthink Collector Nexthink S.A 19711715 162MB 6000144
{y Pastel IronTree Pastel [ronTree 24/07/15 145ME 51417
O Pastel Partner 2005 Softline Pastel 10/09/15 142M8 818
@ Pastel Partner 2009 Softline Pastel 11/01/16 22MB 1024
@ pastel Partner Version 11 Softline Pastel 30/07/15 302ME 11320
(@ Pastel Partner Version 12 Sage Pastel 24/07/15 635ME 12116
), Pastel Xpress Version 11 Softline Pastel 07/04/16 325MB 11311
0 ] ol agepaste 12/0341 MR 12116
I@ Pervasive PSQL v10 5P3 Workgroup (32-bit) Pervasive Software 23/11/15 969 MB 10.30024 1 |

Bresence AQent 92,057 Bresence Technology DO7 10715 TS0ME 02057
€ Presence Supervisor 92,056 Presence Technology 23/07/15 708ME 92056
¥ Reservationless-Plus VoIP InterCall, Inc. 18/05/16 866MB 51602065
I RightFax Product Siite - Client Open Text, Inc. 23/07/15 1000349
® 5age Connected Services Sage South Africa 1911715 319ME 2122
Sage Evolution (7.10.0.49) Sage Pastel 15/02/16

o Ensure that the version and type of Pervasive matches the version and type in the Sage
Pastel About section i.e. Pervasive V10 Workgroup.

e Ifthe installed version is not the version you are licensed for you will need to uninstall the
incorrect version and install the version you are licensed for.

To check if Pervasive Engine or Service is running:

e On Windows 7 go to Start| All Programs| Pervasive| Engines

e On Windows 8 and Windows 10 use the search option and type Engines

e Select Stop Engine

e Click OK

e Select Start Engine

e Click OK

e Should you not find the option Engines navigate to the Control Panel

e Select Administrative tools

e Select Services

e Look for and click Pervasive PSQL Engine

e Select Start or Restart the Service on the top left of the screen depending on which option is
available:

bw  Help

[=] [P

. Services (Local)

Pervasive PSQL Workgroup  Name - Description  Status Startup Type  Log On As

Engine % Network Connections Manages 0. Started  Manual Local Syst...
i Network List Service Identifies th.. Started Manual Local Servi...

| Stop the servi(g i Network Location Awareness Collects an.. Started  Automatic Network S...

[Restart the service ) . . . .
i Network Store Interface Service This service .. Started  Automatic Local Servi...
“ Nexthink Collector Service Nexthink Co.. Started  Automatic Local Syst...

Description: % O2FLASH Started  Automatic Local Syst...

Manages the Pervasive PSQL 2 Office 64 Source Engine Saves install... Manual Local Syst..

Workgroup Engine. . Office Software Protection Platform Enables the ... Manual Network S...
. Offline Files The Offline.. Started  Automatic Local Syst...
% Parental Contrals This service ... Manual Local Servi...
% Pastel IronTree Enables the ... Started  Automatic Local Syst...
;. Peer Name Resolution Protocol Enables ser... Manual Local Servi...
i Peer Networking Grouping Enables mul... Manual Local Servi...
i Peer Networking Identity Manager Provides id... Manual Local Servi...
% Performance Counter DLL Host Enables re... Manual Local Servi...

Performanc Manual

% Plug and Play Enables a c.. Started  Automatic
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To check if Pervasive is licensed:

e Open your Windows Explorer (Hold the Windows + E key on your keyboard
simultaneously)

I OO OO
Ex n R AR H s B PR A M M M2 B am
Sl L N o L L LS
W 1o
2 AS
Shift
cul [&] Ar

L
Ent
Enter 0d
4
1

e Search for Guilcadm.exe

=k
m‘, » Search Results in Local Disk (C) "‘?‘IG“'kad"“‘E“

Organize» = Open ~  Savesearch  Bum = -
Searches might be slow in non-indexed locations: C\. Click to add to index..
Favorites Name Date modified Type Size Folder

[ Creative CloudFiles | AnpHang_guilcadm exe_abal9cTbi8d504c7e2c2a3280bdc096e156c861 00018101 15/04/16 1216PM ~ File folder ReportArchive (C\Users\Joanne Bamard\AppData\Local\Mi..

B Deskiop GUILCADM.EXE-9BA31B3C.pf 01/06/16 03:08PM  PF File 38KB  Prefetch (C\Windows)

1t Downloads ﬂ quilcadm435E7103_0F6F_4D77_A9B1_160A6B58C2FLexe 23/11/150921AM  Application 132KB  {0A3238D7-AB32-1030-B717-F3E3F18B4A8C) (C\Windows..

<5 Recent Places ﬂ guilcadm_ja455E7103_0F6F_4D77_A9B1 FBD2A9917B36.exe 23/11/15 0921 AM  Application 132KB  {DA3238D7-AB32-1030-B717-F3E3F18B4A8C (C:\Windows.

In guilcadm.exe 17/11/091205PM  Application 538 KB  bin (C\Program fFiles (x86)\Pervasive Software\PSQL) I

i

e Double click on the Guilcadm.exe
e The ‘Pervasive Software License Administrator’ screen will display:

&3 Pervasive Software License Administrator - PASJHBNBJ_] E‘_‘é]

Senser Mame iNBJOANNE Connect ‘ Browse..
Key: | Activate

License Infarmation:

Product ‘ Product Key State Flatform | License Type ‘ User C. | Expiration ‘ Ven ‘ Applic.

Pervasive SOL 2%Wark.. n/a Active Any Permanent 1 n/a 10495 1}
Pervasive PSOL10%Wo... n/a Active "Win3d2 Permanent 1 n/a 10495 1}
Pervasive PSOL10%Wo... n/a Active "Win3d2 User Count Increase 1 n/a 10495 1}

[v Hide Expired

Fefresh Help ‘ Close ‘

e Ensure that the Permanent licenses are correct

Version 8 and Version 9

¢ 1line showing a license type of Permanent and a User Count of the number of users i.e. 5

Version 10

e 2lines
e 1line showing a 1 user permanent license

e A 2" |ine to show the user count increase i.e. 5 users would show as Permanent 1 user
count increase 4
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The Pervasive components were not correctly installed:

e Uninstall Pervasive and Reinstall Pervasive
e Refer to the video ‘Uninstalling and Installing Pervasive V8 — V10’

The workstation cannot create a link to the Server engine when using
Pervasive Client/Server

e On the workstation, right click on the Pastel icon on the desktop
e Select properties
e Select Shortcut Start In

71| Accounting Partner V14 Properties

General | Shortcut |Compaﬁbi|ity| Security | Details | Previous Versions|

@ Accounting Partner V14

Targettype: Application

Target location:

Target Sage Pastel Accounting Partner Version 14

Start in: P

Shortcut key: None

Run: ’Normalwindow

Comment:

Open File Location Change lcon...

Cancel l l Apply l

e Ensure that the mapped network drive is selected i.e. if the Server drive is P: from the
workstation, the Start In should read ‘P:V
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How to add the Pervasive Database Manager and ports to the
Windows Firewall

We recommend that you add the Pervasive Database Manager and ports to your Windows
firewall. This will ensure that Pervasive and Sage Pastel can communicate effectively.

Adding the Pervasive database manager and ports can also assist in preventing specific errors
and streamline the speed of the Sage Pastel program.

To add the Pervasive Database Manager:

¢ Navigate to your Control Panel
e Ensure that the View By is set to either Large icons or Small icons

=

- ‘ 4 ‘ I Search Control Panel

View by: Large icons ~

e Select the option Windows Firewall

mlhﬁ » Control Panel » All Control Panel Items »

Adjust your computer's settings

, ) = )
1?’ Action Center ‘_L Administrative Tools !‘; AutoPlay *E Backup and Restore | Biometric Devices
€ . . . < Bitlocker Encrypti | — .
% BitLocker Drive Encryption % O‘pt?ocn:r neryphien 5! Color Management [i Configuration Manager @f Credential Manager

ﬂ Device Manager

‘O Default Programs E

::ﬁ‘:; Date and Time Dell Touchpad E“ Desktop Gadgets

’-%I\"l‘ Devices and Printers ! Display ‘@ Ease of Access Center Flash Player (32-bit) ,u:\ Folder Options

]A Fonts :ﬂ Getting Started 0% HomeGroup IDT Audio Control Panel c[{/ Indexing Options
I'Jt;‘(i:) Graphics and ‘,J;‘ Internet Options @ Java éj Java (32-hit) ~ Keyboard

rj{ ézf:ﬂ:)snand Other (@ Mail f Mouse i Es:tr\grkand Sharing E Notification Area Icons
-w :E;ﬁz:sﬂcelnformation ‘ Personalization ,:‘ Phone and Modem \,; Power Options };L Programs and Features
Lﬂ Recovery q Region and Language ‘7*( EZ:‘[?;::ETM Desktop \ﬁ“/w Sound %{ Speech Recognition
@ Sync Center ‘g System i Taskbar and Start Menu E Troubleshooting &ej User Accounts

Lﬂ Windows CardSpace & Windows Defender Windows Firewall @ Windows Mobility Center Windows Update

‘ Windows Firewall

|

Select the option Advanced Settings
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m‘ﬂ » Control Panel » All Control Panel lrems » Windows Firewall

Control Panel H . . .
e Help protect your computer with Windows Firewall

Allow a program or feature

- g Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.

= N )
¥ Change notification settings How does a firewall help protect my computer?

% Tum Windows Firewall on or What are network locations?
off
) Restore defaults @ ror your security, some settings are managed by your system administrator.

Advanced s as - -
Troubleshoot my network l @I Domain networks Connected (#)

Networks at a workplace that are attached to a domain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active domain networks: Izll rootadinternal.com

Notification state: Notify me when Windows Firewall blocks a new
program

l @' Home or work (private) networks Not Connected (¥/

l @' Public networks Not Connected (¥/

e The ‘Windows Firewall with Advance Security’ screen will display
e Select the option Inbound Rules

@ Windows Firewall with Advanced Security P —

File Action View Help

Windows Firewall with Advanced Secu .ocal Computer Actions

= | Windows Firewall with Advanced S.. «

&% Outbound Rules
. Connection Security R|
> %, Monitoring 4 Export Policy...

Windows Firewall with Advanced Security provides network security for Window .
| Import Policy...

Overview
Restore Default Policy

@ For your security, some settings are controlled by Group Policy Diagnose / Repair

Domain Profile is Active View »
1] —-
@ Windows Firewall is on =|| 6 Refresh
@  Inbound connections that do not match a rule are blocked .
- [Zl  Properties
@ outbound conneclions that do not match a rule are allowsd
Help

Private Profile
'@  Windows Firewall is on.

@  Inbound connactions that do not match a rule are blocked

@ Outbound connections that do not match a rule are allowed

Public Profile
@  windows Firewall is on.
@  Inbound connections that do not match a nuls are blocked

@ Outbound connections that do not match a rule are allowed

@] Windows Firewall Properties

Getting Started
Authenticate communications between computers

«[ m N 1 = | 3

o Select the option New Rule...
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gWindows Firewall with Advanced Security t = g
File Action View Help
@ Windows Frewai witn | [ .=
3 Inbound Rules Name Group - Profile  Enable * || Inbound Rules -
Outbouer Rules . @ BitTorrent (Joanne.Barnard) Private  Yes ‘E‘ m
fw Connection Security R B .
. %, Monitoring @B!ﬂorrent ({Joanne.Barnard) Private Yes o T — ,
@ BitTorrent (TCP-In) (Joanne.Barn... All Yes Y
@ BitTorrent (UDP-In) (Joanne.Bam.. All Yes W Filter by State ’
@ Bonjour Service Domain Yes S Filter by Group »
@Bomiour Service Domain Yes View »
@Bomour Service Domain  Yes
@Bonjour Service Domain  Yes & Refresh
@ Cashcode SQL Browser UDP Domain  Yes = Export List...
@Cashcode SQL Browser UDP Private Yes Help o
@ Cashcode SQL Named Pipes TCP Domain  Yes
@ Cashcode SQL Named Pipes TCP Private  Yes
@ Cashcode SQL Named Pipes UDP Domain Yes i
@ Cashcode SQL Named Pipes UDP Private  Yes
@ Cashcode SQLTCP Domain Yes
@ Cashcode SQL TCP Private  Yes |
@ Cisco Jabber All Yes I
@Database Service Manager Public Yes
@Database Service Manager Private Yes
@ Database Service Manager Public Yes
©® Database Service Manager Public Yes
@ Database Service Manager Domain  Yes
@ Database Service Manager Domain Yes
@Database Service Manager Private Yes iy
] 1 2 ‘:\“ — S | T T
e The ‘New Inbound Rule Wizard’ will launch and the ‘Rule Type’ screen will display
ﬂ New Inbound Rile Wizard A amd ﬁ

Rule Type

Selectthe type of firewall rule to create.

Steps:

o Rule Type Whattype of rule would you like to create?

@ Program

@ Action @ Program

@ Profile Rule that controls connections for a program.
@ Name ©) Port

Rule that controls connections fora TCP or UDP port.

(©) Predefined:
BranchCache - Content Retrieval (Uses HTTP) >

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Learn more about rule types

e Select the option Program
e Click Next
e The ‘Program’ screen will display
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9 New Inbound Ri!e Wizard A am ﬁ
Program
Specify the full program path and executable name of the program that this rule matches.
Steps:
po— Does this rule apply to all programs or a specific program?
@ Program
@ Action ") All programs
o Profile Rule applies to all connections on the computer that match other rule properties.
@ Name
Q) This program path:
Example: c\path\program.exe
%ProgramFiles%\browser\browser.exe l
Learn more about
<Back [ Nex> | [ cCancel
e Select ‘This program path’
e Click Browse
e The ‘Browse’ screen will launch
= m—

ﬁ Open [éj
@Ov|‘ <« Program Files (x86) » Pervasive Software » PSQL » bin » v|&,|| Search bin ,Ql
Organize ~ New folder = _[| Q'

-~
. Favorites il Name Date modified Type Size i
M Desktop ﬁ' pvlocate.exe 17/11/0912:.09 PM  Application 178 K
|4 Downloads # | pymdconv.exe 17/11/0912:01 PM  Application 98 K
» Recent Places [H| pvnetpass.exe 17/11/0912:.07 PM  Application 59 K
= " | rbldcliexe 17/11/09 12:07 PM Application 94 K
";. Libraries ﬂ rbldgui.exe 17/11/0912:.07 PM  Application 522 K
.. Documents i setupdb.exe 17/11/0912:08 PM  Application 102K
4. Music |Q w3dbsmgr.exe 17/11/09 11:25 AM  Application 426 K
=, Pictures W E w3lgol03.exe 17/11/09 11:32 AM  Application 17 K[
g Videos a W3MONVT75.exe 17/11/09 0L1SPM  Application 678 K
Q w3sglgpv.exe 17/11/09 11:49 AM  Application 146 K| T
‘& Computer #% w32maintexe 17/11/09 01:15PM  Application 653 K
-‘i Local Disk (C) a WBEXEC32.exe 17/11/09 0114 PM  Application 1,028 K ~
2 DVDRW Nrive 0 ™ ¢ | Il | D
File name: w3dbsmagr.exe - lPrograms (*.exe) ']
[ Open |v] l Cancel l

]

e Select the file w3dbsmgr.exe
e Click Open

[ )

the ‘This program path:’
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9 New Inbound Rule Wizard A A g

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:

@ Rule Type Does this rule apply to all programs or a specific program?

@ Program

@ Action ") All programs

e Profile Rule applies to all connections on the computer that match other rule properties
@ Name

@ This program path:

%ProgramFiles% (x6)\Pervasi QL\bi exe

@ample. Cl\path\program.exe
%ProgramFiles%\browser\browser.exe

Learn more about specifying programs

<Back |[ Next> | [ cancel

e Click Next
e The ‘Action’ screen will display
e Ensure Allow the connection is selected

0 New Inbound Rule Wizard L ﬁ

Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:
What action should be taken when a connection matches the specified conditions?
@ Rule Type
@ Program _
? @) Allow the connection
* Action This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections will be
secured using the setlings in IPsec properiies and rules in the Connection Security Rule node

() Block the connection

Learn more about actions

<Back || MNext> | [  cancel

e Click Next
e The ‘Profile’ screen will display
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@& New Inbound Rule Wizard A 3

Profile

Specify the profiles forwhich this rule applies.

Steps:
e Rule Type When does this rule apply?

@ Program

@ Action Domain

e Applies when a computer is to its domain
® Name Private

Applies when a computeris connected to a private network location

Public

Applies when a computer is connected to a public network location

Leam more about profiles

<Back || MNex> | [ cancel

e Select the Profiles that the rule needs to be applied to. If you are unsure please contact you
IT Technician or Network Administrator for assistance on which Profiles to select.

e Click Next
e The ‘Name’ screen will display

9 New Inbound Rﬂe Wizard A

Name

Specify the name and description of this rule.

Steps:
@ Rule Type

@ Program

Action
» Name:

@ Profile Pervasive Database Manager
@ Name
Description (optional):

Acces to the Pervasive Program|

<Back || Finish | [ Cancel

e Enter a Name i.e. Pervasive Database Manager
e Optionally you can enter a Description i.e. Access to Pervasive Program/Database

e Click Finish to save the rule
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To add the Pervasive Ports

e Select the option Inbound Rules
e Select the option New Rule...

gWindows Firewall with Advanced Security == ﬁ
File Action View Help
=]
@ Windows Frewall vitn & Actions
3 Inbound Rules MName Group . Profile Enable * || Inbound Rules -
SSEE\ZSESHR;LE;HW r @Biﬂorrent {Joanne.Barnard) Private Yes =
. ';‘ Monitoring @ BitTorrent Joanne.Barnard) Private Yes o T N
@ BitTorrent (TCP-In) (Joanne.Barn... All Yes 'y Profile
@ BitTorrent (UDP-In) Joanne.Barn... All Yes W Filter by State 4
@ Bonjour Service Domain  Yes ST Filter by Group »
@Bonjour Service Domain  Yes View N
@Bonjour Service Domain  Yes
@Bonjmur Service Domain Yes 5 Refresh
@ Cashcode SQL Browser UDP Domain  Yes = [Export List...
@Cash(ode SQL Browser UDP Private Yes Help 1|
@ Cashcode SQL Named Pipes TCP Domain  Yes
@ Cashcode SQL Named Pipes TCP Private  Yes
@ Cashcode SQL Named Pipes UDP Domain  Yes I
@ Cashcode SQL Named Pipes UDP Private  Yes
@ Cashcode SQL TCP Domain  Yes
@ Cashcode SQL TCP Private  Yes |
@ Cisco Jabber All Yes I
@ Database Service Manager Public Yes
@Database Service Manager Private Yes
@ Database Service Manager Public Yes
® Database Service Manager Public Yes
@Database Service Manager Domain  Yes
@ Database Service Manager Domain Yes
@ Database Service Manager Private Yes i
< o » T\H = o | T T

e The ‘New Inbound Rule Wizard’ will launch and the ‘Rule Type’ screen will display

0 New Inbound Rule Wizart

——|

Rule Type

Selectthe type of firewall rule to create.

Steps:
o Rule Type Whattype of rule would you like to create?

@ Protocol and Ports

@ Action _) Program

o Profile Rule that controls connections for a program
@ Name © Port

Rule that controls connections for a TCP or UDP port.

_/ Predefined:

Rule that controls connections for a Windows experience.

") Custom
Custom rule.

Leam more aboutrule types

BranchCache - Content Retrieval (Uses HTTP) %

Cancel

e Select the option Port
e Click Next
e The ‘Protocol and Ports’ screen will display
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r S—
.9 New Inbound Rule Wizard - Iﬁ

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

e RuleType Does this rule apply to TCP or UDP?

@ Protocol and Ports @ TCP

@ Action ©) upP

@ Profile

. it |

Does this rule apply to all local ports or specific local ports?

~) Al local ports I

Q) Specific local ports:
Example: 80. 443, 5000-5010

Learn more about protocol and ports

<Back |[ Next> | [ cancel

e Select Specific local ports
e Enter 1583, 3351

T
I New o R s
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
?
e Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP
@ Action () ubP
@ Profile
@ Name
Does this rule apply to all local ports or specific local ports?
All local ports
@ specific local ports: 1583, 3351
Example: 80, 443, 5000-5010
Learn more about protocol and ports
<Back || Next> | [  cancel
e Click Next

o The ‘Action’ screen will display
e Ensure Allow the connection is selected
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0 New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
What action should be taken when a connection matches the specified conditions?

@ Rule Type

@ Program _

¢ @ Allow the connection
@ Action This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections will be
secured using the settings in IPsec properties and rules in the Connection Security Rule node.

") Block the connection

Learn more about aclions

<Back || Nex> |[ cancel

e Click Next
e The ‘Profile’ screen will display

@& New Inbound Rule Wizard A 3

Profile
Specify the profiles forwhich this rule applies.

Steps:
e Rule Type When does this rule apply?

@ Program

@ Action Domain

e Applies when a computer is to its domain
@ Name Private

Applies when a computer is connected to a private network location

Public

Applies when a computer is connected to a public network location

Leam more about profiles

<Back || MNex> |[ cancel

e Select the Profiles that the rule needs to be applied to. If you are unsure please contact you
IT Technician or Network Administrator for assistance on which Profiles to select.

e Click Next
e The ‘Name’ screen will display
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F ————
@ New Inbound Rule Wizard - (o ]

Name

Specify the name and description of this rule

Steps:
Rule Type

Protocol and Ports

Action N

Profile Pervasive Ports

« & 6 & 6

Name
Description (optional):

[ <Back | Finsnh |[ cancel |

ﬁ

e Enter a Name i.e. Pervasive Ports
e Optionally you can enter a Description i.e. Access to Pervasive Ports
e Click Finish to save the rule

Please ensure the Pervasive Database Manager and ports are added as exceptions to the
outbound rules.

NOTE: The steps are the same to add an outbound rule as to add an inbound rule.
To add an Outbound Rule

e Select Outbound Rules
e Select New Rule

gWindows Firewall with Advanced Security l == ﬁ
File Action View Help
= | HE =]
P Windows Firewall with AL T L 15 Actions
B3 Inbound Rules / MName Group - Profile Enable * || Qutbound Rules -
OUthde Bules ) @ BitTorrent (TCP-Out) (Joanne.Bar... All Yes
2w Connection Security R ~
- L @ BitTorrent (UDP-Out) (Joanne Ba... All Yes =
» %, Monitoring . L . 'y ilter by Protile >
@ Core MNetworking - Destination U... Private.. Yes
@ Core Networking - Destination U Domain Yes || W Filter by State 4
@ cCore Metworking - Packet Too Bi... Private.. Yes Y Filter by Group 3
@ Core MNetworking - Packet Too Bi Domain  Yes View N
@Core Metworking - Parameter Pr... Domain  Yes
@ Core Networking - Parameter Pr... Private.. Yes S Refresh
@ Core Networking - Time Exceed... Domain  Yes = ExportList.
@ Core Networking - Time Exceed... Private.. Yes Help
@Netwmrking - Destination Unreac... Domain  Yes
@ Networking - Destination Unreac... Private.. Yes
@Netwmrking - Parameter Proble... Domain  Yes
@Networking - Parameter Proble... Private.. Yes
@Netwmrking - Redirect (ICMPv4-... Domain  Yes
@Networking - Redirect (ICMPv4-... Private.. Yes
@Ne‘tworking - Redirect (ICMPv6- Private.. Yes
@Networking - Redirect (ICMPv6-... Domain  Yes
@Ne‘tworking - Source Quench (IC... Domain  Yes |
@Netwmrking - Source Quench (IC... Private.. Yes
@Networking - Time Exceeded (IC... Private.. Yes
@Netwmrking - Time Exceeded (IC... Domain  Yes
@ BranchCache Content Retrieval (.. BranchCache - Conten.. All No
@ BranchCache Hosted Cache Clie.. BranchCache - Hosted.. All Mo Ly Il
< [om 3 T\— o — r - T a ’ T
New Rule...
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How to turn off the User Account Control in Windows Vista

e (o to Start| Control Panel
e Inthe search type in UAC and press ‘Enter’ on your keyboard

QQ HE <« Control Panel » v ’0’, ' Iua(

File Edit View Tools Help

x |
Control Panel Home B
Sﬁ) User Accounts =

|‘-'é'| Turn User Account Centyol (UAC) on or
Y off

Classic View

Dncnnd Tl

0 items (11 filtered out)

e Click on the option ‘“Turn user Account Control (UAC) on or off’

e The ‘Turn on User Account Control (UAC) to make your computer more secure’ screen

will display

= | B ||

o]

@\_;}'|$J < Turn User Accoun... - | 3 | |

Eile Edit Miew Tools Help

»

Turn on User Account Control (UAC) to make your computer more secure

User Account Control (UAC) can help prevent unauthorized changes to your computer. We
recommend that you leave UAC turned eon to help protect your computer.

m

|| Use User Account Control (UAC) to help protect your computer

‘_DYDK l [ Cancel I

1

e Ensure the option Use User Account Control (UAC) to help protect your computer is not

ticked
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How to turn off the User Account Control in Windows 7

e (o to Start| Control Panel
e Inthe search type in UAC and press ‘Enter’ on your keyboard

= E
@Ov 5 » Contr.. » All Control Panel L. » - |43 | Juad x|
-

* Action Center
4 % Change User Account Control settings

QSearch Windows Help and Support for "UAC"

——  —  ——  ——————~|

e Click on the option ‘Change User Account Control Settings’
e The ‘User Account Control Settings’ screen will display

"g' User Account Cantrol Settings I E@i’
Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Contral settings
Always notify
- - Never notify me when:
®  Programs try to install software or make changes to
my computer
® Imake changes to Windows settings
/ 0 Not recommended. Choose this only if you need to
use programs that are not certified for Windows 7 i
- because they do not support User Account Control.
Never notify
I
G =

e Ensure the slider is at the bottom on Never notify
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How to turn off the User Account Control in Windows 8 and Windows 10

e Click the Start button
e Search for UAC

Search
Everywhere «

uac X

'-\ 1~ Change User Account Control
1 ; settings

Wadnacdawv

e Select the option Change User Account Control settings
e The ‘User Account Control Settings’ screen will display

‘.g' User Account Control Settings I E@@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify

U
- - Never notify me when:

Programs try to install software or make changes to
my computer

Imake changes to Windows settings

/ 0 Not recommended. Choose this only if you need to

use programs that are not certified for Windows 7 '
—C1- because they do not support User Account Control.

Never notify

e Ensure the slider is at the bottom on Never notify
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